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Here is a summary of the suggested course timings, including breaks and lunch. You may adjust these to suit your students experience and your training facility.
Day One / Security Threats and Controls
	Start
	Duration
	Unit

	9.30am
	15min
	Introduction to Course and Facilities

	9.45am
	45min
	Unit 1.1 Security Controls

	10.30am
	15min
	Lab 1 Hyper-V

	10.45am
	15min
	BREAK

	11.00am
	30min
	Unit 1.2 Threats and Attacks

	11.30am
	60min
	Lab 2 Trojans and Malware Protection

	12.30pm
	60min
	LUNCH

	1.30pm
	45min
	Unit 1.3 Network Attacks

	2.15pm
	45min
	Lab 3 Network Vulnerabilities

	3.00pm
	15min
	BREAK

	3.15pm
	30min
	Unit 1.4 Assessment Tools and Techniques

	3.45pm
	45min
	Lab 4 Vulnerability Scanning

	4.30pm
	
	Review Day 1 and Close


Day Two / Cryptography and Access Control
	Start
	Duration
	Unit

	9.30am
	60min
	Unit 2.1 Cryptography

	10.30am
	15min
	Lab 5 Steganography

	10.45am
	15min
	BREAK

	11.00am
	45min
	Unit 2.2 Public Key Infrastructure

	11.45am
	60min
	Lab 6 Configuring Certificate Services

	12.45pm
	60min
	LUNCH

	1.45pm
	30min
	Unit 2.3 Password Authentication

	2.15pm
	45min
	Lab 7 Password Sniffing

	3.00pm
	15min
	BREAK

	3.15pm
	30min
	Unit 2.4 Strong Authentication

	3.45pm
	45min
	Unit 2.5 Authorization and Account Management

	4.30pm
	
	Review Day 2 and Close


Day Three / Network Security
	Start
	Duration
	Unit

	9.30am
	30min
	Unit 3.1 Secure Network Design

	10.00am
	45min
	Lab 8 Routing Protocols

	10.45am
	15min
	BREAK

	11.00am
	45min
	Unit 3.2 Security Appliances and Applications

	11.45am
	30min
	Lab 9 Firewalls and Intrusion Detection Systems

	12.15pm
	60min
	LUNCH

	1.15pm
	30min
	Unit 3.3 Wireless Network Security

	1.45pm
	30min
	Lab 10 War Driving

	2.15pm
	30min
	Unit 3.4 VPN and Remote Access Security

	2.45pm
	30min
	Lab 11 VPNs

	3.15pm
	15min
	BREAK

	3.30pm
	15min
	Lab 12 Telnet, FTP, and SSH

	3.45pm
	30min
	Unit 3.5 Network Application Security

	4.15pm
	30min
	Lab 13 Attacks against DHCP and DNS

	4.45pm
	
	Review Day 3 and Close


Day Four / Host, Data, and Application Security
	Start
	Duration
	Unit

	9.30am
	30min
	Unit 4.1 Host Security

	10.00am
	15min
	Lab 14 Baseline Security Analyzer

	10.15am
	45min
	Lab 15 Network Access Protection

	11.00am
	15min
	BREAK

	11.15am
	30min
	Unit 4.2 Data Security

	11.45am
	30min
	Lab 16 Data Leakage Prevention

	12.15pm
	60min
	LUNCH

	1.15pm
	30min
	Unit 4.3 Web Services Security

	1.45pm
	45min
	Lab 17 HTTP and HTTPS

	2.30pm
	30min
	Unit 4.4 Web Application Security

	3.00pm
	15min
	BREAK

	3.15pm
	30min
	Lab 18 Web Application Vulnerabilities

	3.45pm
	30min
	Unit 4.5 Virtualization and Cloud Security

	4.15pm
	
	Review Day 4 and Close


Day Five / Operational Security
	Start
	Duration
	Unit

	9.30am
	30min
	Unit 5.1 Site Security

	10.00am
	45min
	Unit 5.2 Mobile and Embedded Device Security

	10.45am
	15min
	BREAK

	11.00am
	45min
	Unit 5.3 Risk Management

	11.45am
	30min
	Unit 5.4 Disaster Recovery

	12.15pm
	60min
	LUNCH

	1.15pm
	30min
	Unit 5.5 Incident Response and Forensics

	1.45pm
	30min
	Lab 19 Computer Forensic Tools

	2.15pm
	30min
	Unit 5.6 Security Policies and Training

	2.45pm
	30min
	Lab 20 Security Planning

	3.15pm
	15min
	BREAK

	3.30pm
	60min
	[bookmark: _GoBack]Scenarios, Course Review, Exam Preview

	4.30pm
	
	Close



