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[bookmark: _Toc529250087][bookmark: _Toc529250155][bookmark: _Toc206488815]Equipment
The course labs are based on a Windows 7 HOST running Server 2008, Windows XP, and Backtrack Linux VMs under the Virtual Box virtualization environment.
If you require any assistance with setup or have any comment to make about the course, please email trainer@gtslearning.com.
Virtualization requires a relatively high specification machine. These are recommended minimum specifications for the HOST PC.
Windows 7 Professional x86 (other Windows versions should also work but the labs have only been tested under Windows 7).
Dual-core CPU with hardware virtualization support.
3 GB RAM (or ideally 4 GB+)[footnoteRef:1]. [1:  The VMs have been configured to run with 2 GB system memory and this configuration is possible but performance will be slow and depending on whether the HOST has graphics memory you may find that the VMs do not always boot. ] 

60 GB disk (minimum) with at least 30 GB free space after installing Windows.
Ethernet network card.
Wi-Fi card or USB adapter (supported by Aircrack).
The instructor will require a similarly specified machine (plus presentation equipment and PowerPoint) and a wireless access point.
The machines should be connected to a classroom network. This can use any addressing scheme. Internet access from the HOST will be useful in class but is not required for completing the main labs.
The "war driving" lab must be run on the HOST and therefore requires a physical boot disk for Backtrack (this can be either a DVD or USB).
[bookmark: _Toc529250092][bookmark: _Toc529250160][bookmark: _Toc206488816][image: ]	These labs are the same as those for the previous version of the course (G633eng), though with a slightly different running order. New labs will be in development through Q2/Q3 2014.
Setup Procedure
The setup process should take about 1 hour + 20-30 minutes per student machine.
Task 1: Preparing the HOST PCs
You can either set up 1 HOST PC then image its disk to the others or perform setup on each PC manually. If you are imaging the disks, you only need to complete Tasks 1 and 2 on the first PC.
Install Windows 7 Professional. Ensure the correct keyboard mapping is selected and that the PC is connected to the network (you can use any IP addressing scheme).
Obtain the setup DVD or download the setup disk from gtstrainer.com.
[image: ]	The setup file is a 2.5 GB download as it includes the Backtrack 4 R2 ISO image[footnoteRef:2]. [2:  Don't forget that to run the war driving lab you also need to burn the ISO to DVDs or USB (www.offensive-security.com/videos/backtrack-usb-install-video/backtrack-usb-install.html). BT5 is available from the offensive-security site but you will need to adjust some of the lab steps (notably OpenVAS isn't included in BT5).] 

Extract the files and folders from the setup zip file to the folder c:\sp-setup.
Install VirtualBox by running c:\sp-setup\VirtualBox-4.0.8-71778-Win.exe.
If you have an internet connection on the HOST, you may find that VirtualBox prompts you to install an updated version. Installing an update shouldn't have any effect on the labs but they have only been tested under version 4.0.8.
Obtain the following software and save to c:\sp-setup[footnoteRef:3] [3:  Alternatively, provide students with the disc media.] 

Windows Server 2008 Enterprise SP2 ISO
Windows XP Professional SP2 ISO[footnoteRef:4] [4:  SP2 is used because it is vulnerable to certain network exploits. You can use SP3 but you will have to disable the firewall at certain points during the labs.] 

Make a note of your Windows product keys.
Task 2: Creating the SERVER VM Base Image
The SERVER VM will be running Windows Server 2008 SP2 (not the R2 version). You will install DNS, Active Directory, DHCP, and IIS.

If necessary, start VirtualBox then from the File menu, select Preferences.
Under "Default machine folder", enter c:\sp-setup and click OK.
From the Machine menu, select Add.
Select c:\sp-setup\SERVER\SERVER.vbox to open the VM in the VirtualBox console.
Click the Storage link and select the Server 2008 ISO (or use the host drive with the Server 2008 disc loaded).
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(1) Select the disc icon under the controller tree then (2) click the disk icon on the right to choose an ISO image (or use the HOST drive)

Optionally, click the System link and adjust the amount of memory allocated to the VM (it is set conservatively at 512 MB - ideally this should be set to 1GB+).
Looking at the Network section, ensure that the single network adapter is set to Internal Network (students will add a second adapter during the labs).
Double-click the SERVER icon to start the VM. 
VirtualBox will display a number of prompts about keyboard capture, graphics mode, and so on. You can either disable them or leave them for the students to read. The labs assume they have all been disabled.
At the prompt, press a key to boot from the disc.
Choose the appropriate keyboard layout then click Next.
Click the Repair your computer link.
At the empty list of OS installs, click Next then click the Command Prompt link.
Type notepad c:\autounattend.xml then press Enter.
You need to input your product key, which is configured in one of two places depending on whether it is a multiple activation or retail key:
If you have a retail key, change the first ProductKey value (under pass="WindowsPE") and delete the second "<ProductKey>" key.
 (
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Enter a product key at (1) and delete the highlighted key (2) if you are using retail (single activation) keys and media; adjust the input locale at (3) if necessary

If you have a multiple activation key, delete the first ProductKey key then add your key to the "specialize" pass:
 (
2
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If using a MAK key, delete the ProductKey key at (1) under the WindowsPE pass and enter the key at (2) (Specialize pass)

If necessary, locate the section starting "SetupUILanguage" and amend the values to your own locale (the default values are set to those for the UK).
[image: ]	Do not change UILanguage from en-us, even if your system locale is en-gb! For a full list of codes, visit technet.microsoft.com/en-us/library/dd744369(WS.10).aspx. If you enter an invalid code you will be prompted to select the correct values during setup.
Save and close the file.
Type setup /unattend:c:\autounattend.xml then press Enter.
Setup will proceed. This should take about 30 minutes and the VM will reboot during the process.
When complete, the server should autologon for the duration of setup, but if you do need to log back on (if the screen has locked for instance), the user name is Administrator and the password is Pa$$w0rd.
In the Initial Configuration Tasks wizard, set the correct time zone.
From the VM window's Devices menu, select Install Guest Additions. Complete the setup wizard, confirming any prompts about drivers and selecting I want to manually reboot at the end.
Select Start > Run, type c:\labfiles\wireshark-win32-1.4.4.exe, and press Enter. Complete the setup wizard (add the Desktop shortcut icon).
Optionally, configure the screen saver so that it is not password-protected.
During the labs, you might want to note to the students that the VMs have been set up this way and that the default is for the screen to lock after 10 minutes, which is more secure.
Select Start > Run then type notepad a:\winnt.sif and press Enter.
Make the following edits:
Change TimeZone and Language to the appropriate settings for your region (the current values are for UK English and GMT). The locale ID for the US is 0409:00000409; others are at msdn.microsoft.com/en-us/goglobal/bb895996.aspx. The time zone codes are listed at the end of this guide.
Change ProductKey to your Windows XP Professional product key.
Save and close the file.
Select Start > Shut Down. Enter any comment then click OK.
When the VM has halted and the VM window closes, click Settings.
Select the Storage tab then alt-click the Floppy Controller and select Remove Controller. 
Set the CD/DVD drive back to using the Server 2008 ISO.
Click OK.
The CLIENT VM will be running Windows XP SP2 (not the SP3 version).
Press Ctrl+A then select c:\sp-setup\CLIENT\CLIENT.vbox to open the VM in the VirtualBox console.
Click the Storage link and select the XP SP2 ISO (or use the host drive).
Optionally, click the System link and adjust the amount of memory allocated to the VM (it is set conservatively at 192 MB  - ideally this should be set to 512 MB).
Looking at the Network section, ensure that the single network adapter is set to Internal Network (students will add a second adapter during the labs).
Press Ctrl+A then select c:\sp-setup\BT\BT.vbox to open the VM in the VirtualBox console.
This VM will be hosting a Backtrack 4 R2 live disc.
Click the Storage link and select the bt4-r2 ISO (or use the host drive).
Optionally, click the System link and adjust the amount of memory allocated to the VM (it is set conservatively at 512 MB  - ideally this should be set to 1GB).
Exit the VirtualBox console.
Task 3: Creating the SERVER VM Instances
The next steps are to duplicate the SERVER VM you have created on the other HOST PCs then run scripts to customize the installations.
Either image the first HOST machine or setup other Windows 7 HOSTS then copy the contents of c:\sp-setup to them.
Add all the VMs to the VirtualBox console, then for each VM select Settings > Network > Advanced and click the Generate Random MAC Address button.
Boot the SERVER VM then from the Start Menu, choose Run. Enter the program path C:\labfiles\FINAL.VBS machine_number, where machine_number is a sequential number for each student between 1 and 24.
This last step will customize the computer name (SERVERx, where "x" is the student number) and IP address (10.x.0.1). 
Restart the VM.
When the VM reboots, from the Start Menu, choose Run. Enter the program path C:\labfiles\DCPROMO.VBS machine_number, where machine_number is a sequential number for each student between 1 and 24.
This will install Active Directory and configure the domain (CLASSROOMx.local).
When the VM reboots, check Do not show this window at logon on the Initial Configuration Tasks wizard and click Close.
In Server Manager, select Roles then click Add Roles.
Check Skip this page by default then click Next.
Select DHCP Server and click Next.
Click Next repeatedly to reach the "Add or Edit DHCP Scopes" page then click Add.
Configure the scope with the following details:
Scope Name: Default Scope
Starting IP Address: 10.x.0.10
Ending IP Address: 10.x.0.100
Subnet Mask: 255.255.255.0
Default Gateway: 10.x.0.1
Click OK.
Click Next.
Select Disable DHCPv6 stateless mode and click Next.
Click Next then Install.
When installation is complete, click Close.
Task 4: Creating the CLIENT VM Instances
Setup will run mostly unattended to install XP to the CLIENT but you need to configure the computer name and domain name manually then install guest additions.
Double-click the CLIENT icon to start the VM then press a key to boot from the disc.
Setup will proceed. 
After about 5-10 minutes, you will need to input the appropriate computer name (CLIENTx, where "x" is the student number) and domain name (CLASSROOMx, where "x" is the student number).
Setup will proceed and should take 10-15 minutes to complete.
When setup is complete, you should be autologged-on (otherwise log on as Administrator / Pa$$w0rd / CLASSROOMx). 
Install the guest additions, clicking through any driver warnings.
Click the taskbar icon to accept updated display settings.
Shut down both VMs.
Task 5: Creating Snapshots
Snapshots are saved images of the disk and VM config file in a particular state. Create a snapshot now so that the VMs can be completely reset to the start of class state.
In the VM console, click the Snapshots button.
With the SERVER VM icon selected, click Take Snapshot.
Enter the "Snapshot Name", Initial Config and click OK.
Repeat to take a snapshot of CLIENT and BT.
Close the VM console and shut down the HOST.
Time Zone Codes
The numeric codes for the different time zones are listed below:
	Index
	Time Zone
	Display

	000
	Dateline Standard Time
	(GMT-12:00) International Date Line West

	001
	Samoa Standard Time
	(GMT-11:00) Midway Island, Samoa

	002
	Hawaiian Standard Time
	(GMT-10:00) Hawaii

	003
	Alaskan Standard Time
	(GMT-09:00) Alaska

	004
	Pacific Standard Time
	(GMT-08:00) Pacific Time (US and Canada); Tijuana

	010
	Mountain Standard Time
	(GMT-07:00) Mountain Time (US and Canada)

	013
	Mexico Standard Time 2
	(GMT-07:00) Chihuahua, La Paz, Mazatlan

	015
	U.S. Mountain Standard Time
	(GMT-07:00) Arizona

	020
	Central Standard Time
	(GMT-06:00) Central Time (US and Canada)

	025
	Canada Central Standard Time
	(GMT-06:00) Saskatchewan

	030
	Mexico Standard Time
	(GMT-06:00) Guadalajara, Mexico City, Monterrey

	033
	Central America Standard Time
	(GMT-06:00) Central America

	035
	Eastern Standard Time
	(GMT-05:00) Eastern Time (US and Canada)

	040
	U.S. Eastern Standard Time
	(GMT-05:00) Indiana (East)

	045
	S.A. Pacific Standard Time
	(GMT-05:00) Bogota, Lima, Quito

	050
	Atlantic Standard Time
	(GMT-04:00) Atlantic Time (Canada)

	055
	S.A. Western Standard Time
	(GMT-04:00) Caracas, La Paz

	056
	Pacific S.A. Standard Time
	(GMT-04:00) Santiago

	060
	Newfoundland and Labrador Standard Time
	(GMT-03:30) Newfoundland and Labrador

	065
	E. South America Standard Time
	(GMT-03:00) Brasilia

	070
	S.A. Eastern Standard Time
	(GMT-03:00) Buenos Aires, Georgetown

	073
	Greenland Standard Time
	(GMT-03:00) Greenland

	075
	Mid-Atlantic Standard Time
	(GMT-02:00) Mid-Atlantic

	080
	Azores Standard Time
	(GMT-01:00) Azores

	083
	Cape Verde Standard Time
	(GMT-01:00) Cape Verde Islands

	085
	GMT Standard Time
	(GMT) Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London

	090
	Greenwich Standard Time
	(GMT) Casablanca, Monrovia

	095
	Central Europe Standard Time
	(GMT+01:00) Belgrade, Bratislava, Budapest, Ljubljana, Prague

	100
	Central European Standard Time
	(GMT+01:00) Sarajevo, Skopje, Warsaw, Zagreb

	105
	Romance Standard Time
	(GMT+01:00) Brussels, Copenhagen, Madrid, Paris

	110
	W. Europe Standard Time
	(GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

	113
	W. Central Africa Standard Time
	(GMT+01:00) West Central Africa

	115
	E. Europe Standard Time
	(GMT+02:00) Bucharest

	120
	Egypt Standard Time
	(GMT+02:00) Cairo

	125
	FLE Standard Time
	(GMT+02:00) Helsinki, Kyiv, Riga, Sofia, Tallinn, Vilnius

	130
	GTB Standard Time
	(GMT+02:00) Athens, Istanbul, Minsk

	135
	Israel Standard Time
	(GMT+02:00) Jerusalem

	140
	South Africa Standard Time
	(GMT+02:00) Harare, Pretoria

	145
	Russian Standard Time
	(GMT+03:00) Moscow, St. Petersburg, Volgograd

	150
	Arab Standard Time
	(GMT+03:00) Kuwait, Riyadh

	155
	E. Africa Standard Time
	(GMT+03:00) Nairobi

	158
	Arabic Standard Time
	(GMT+03:00) Baghdad

	160
	Iran Standard Time
	(GMT+03:30) Tehran

	165
	Arabian Standard Time
	(GMT+04:00) Abu Dhabi, Muscat

	170
	Caucasus Standard Time
	(GMT+04:00) Baku, Tbilisi, Yerevan

	175
	Transitional Islamic State of Afghanistan Standard Time
	(GMT+04:30) Kabul

	180
	Ekaterinburg Standard Time
	(GMT+05:00) Ekaterinburg

	185
	West Asia Standard Time
	(GMT+05:00) Islamabad, Karachi, Tashkent

	190
	India Standard Time
	(GMT+05:30) Chennai, Kolkata, Mumbai, New Delhi

	193
	Nepal Standard Time
	(GMT+05:45) Kathmandu

	195
	Central Asia Standard Time
	(GMT+06:00) Astana, Dhaka

	200
	Sri Lanka Standard Time
	(GMT+06:00) Sri Jayawardenepura

	201
	N. Central Asia Standard Time
	(GMT+06:00) Almaty, Novosibirsk

	203
	Myanmar Standard Time
	(GMT+06:30) Yangon (Rangoon)

	205
	S.E. Asia Standard Time
	(GMT+07:00) Bangkok, Hanoi, Jakarta

	207
	North Asia Standard Time
	(GMT+07:00) Krasnoyarsk

	210
	China Standard Time
	(GMT+08:00) Beijing, Chongqing, Hong Kong SAR, Urumqi

	215
	Singapore Standard Time
	(GMT+08:00) Kuala Lumpur, Singapore

	220
	Taipei Standard Time
	(GMT+08:00) Taipei

	225
	W. Australia Standard Time
	(GMT+08:00) Perth

	227
	North Asia East Standard Time
	(GMT+08:00) Irkutsk, Ulan Bator

	230
	Korea Standard Time
	(GMT+09:00) Seoul

	235
	Tokyo Standard Time
	(GMT+09:00) Osaka, Sapporo, Tokyo

	240
	Yakutsk Standard Time
	(GMT+09:00) Yakutsk

	245
	A.U.S. Central Standard Time
	(GMT+09:30) Darwin

	250
	Cen. Australia Standard Time
	(GMT+09:30) Adelaide

	255
	A.U.S. Eastern Standard Time
	(GMT+10:00) Canberra, Melbourne, Sydney

	260
	E. Australia Standard Time
	(GMT+10:00) Brisbane

	265
	Tasmania Standard Time
	(GMT+10:00) Hobart

	270
	Vladivostok Standard Time
	(GMT+10:00) Vladivostok

	275
	West Pacific Standard Time
	(GMT+10:00) Guam, Port Moresby

	280
	Central Pacific Standard Time
	(GMT+11:00) Magadan, Solomon Islands, New Caledonia

	285
	Fiji Islands Standard Time
	(GMT+12:00) Fiji Islands, Kamchatka, Marshall Islands

	290
	New Zealand Standard Time
	(GMT+12:00) Auckland, Wellington

	300
	Tonga Standard Time
	(GMT+13:00) Nuku'alofa
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