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Here is a summary of the suggested course timings, including breaks and lunch. You may adjust these to suit your students experience and your training facility.
[bookmark: _Toc43806739]Day One / Threat Management (Part 1)
	Start
	Duration
	Unit

	[bookmark: _Hlk144203396]9:30am
	15min
	Introduction to Course and Facilities

	9:45am
	45min
	Module 1 / Unit 1 / Cybersecurity Analysts

	10:30am
	15min
	BREAK

	10:45am
	90min
	Module 1 / Unit 2 / Reconnaissance Techniques

	12:15pm
	60min
	LUNCH

	1:15pm
	45min
	Lab 1 / OSINT

	2:00pm
	30min
	Lab 2 / VM Orientation

	2:30pm
	45min
	Lab 3 / Host, Topology, and Service Discovery with Nmap

	3:15pm
	15min
	BREAK

	3:30pm
	30min
	Lab 3 / Host, Topology, and Service Discovery with Nmap (Continued)

	4:00pm
	30min
	Review Day 1

	4:30pm
	
	Close


[bookmark: _Toc43806742]Day Two / Vulnerability Management
	[bookmark: _Toc43806743]Start
	Duration
	Unit

	9:30am
	75min
	Module 2 / Unit 1 / Managing Vulnerabilities

	10:45am
	30min
	Lab 4 / Vulnerability Scanning with OpenVAS and MBSA

	11:15am
	15min
	BREAK

	11:30am
	60min
	Lab 4 / Vulnerability Scanning with OpenVAS and MBSA (Continued)

	12:30pm
	60min
	LUNCH

	1:30pm
	45min
	Module 2 / Unit 2 / Remediating Vulnerabilities

	2:15pm
	15min
	BREAK

	2:30pm
	45min
	Module 2 / Unit 3 / Secure Software Development

	3:15pm
	45min
	Lab 5 / Web Application Testing with Nikto and Burpsuite

	4:00pm
	30min
	Review Day 2

	4:30pm
	
	Close



[bookmark: _Toc43806740]Day Three / Threat Management (Part 2)
	Start
	Duration
	Unit

	9:30am
	60min
	Module 3 / Unit 1 / Security Appliances

	10:30am
	15min
	BREAK

	10:45am
	45min
	Lab 6 / Network Security Monitoring with Snort and Security Onion

	11:30am
	45min
	Lab 7 / Malware Analysis with Sysinternals

	12:15pm
	60min
	LUNCH

	1:15pm
	75min
	Module 3 / Unit 2 / Logging and Analysis

	2:30pm
	45min
	Lab 8 / Packet Analysis with Wireshark and Network Miner

	3:15pm
	15min
	BREAK

	3:30pm
	30min
	Lab 9 / SIEM with OSSIM

	4:00pm
	30min
	Review Day 3

	4:30pm
	
	Close


[bookmark: _Toc43806741]
Day Four / Cyber Incident Response
	Start
	Duration
	Unit

	9:30am
	30min
	Module 4 / Unit 1 / Incident Response

	10:00am
	15min
	BREAK

	10:15am
	75min
	Module 4 / Unit 2 / Forensics Tools

	11:30am
	60min
	Lab 10 / Forensic Image Analysis with Autopsy

	12:30pm
	60min
	LUNCH

	1:30pm
	75min
	Module 4 / Unit 3 / Incident Analysis and Recovery

	2:45pm
	15min
	BREAK

	3:00pm
	60min
	Lab 11 / Red Team Versus Blue Team

	4:00pm
	30min
	Review Day 4

	4:30pm
	
	Close



Day Five / Security Architecture
	Start
	Duration
	Unit

	9:30am
	45min
	Module 5 / Unit 1 / Secure Network Design

	10:15am
	60min
	Lab 12 / Network Segmentation with pfSense

	11:15am
	15min
	BREAK

	11:30am
	75min
	Module 5 / Unit 2 / Managing Identities and Access

	12:45pm
	60min
	LUNCH

	1:45pm
	45min
	Lab 13 / Secure Appliance Administration

	2:30pm
	45min
	Lab 14 / Email Spoofing and XSS

	3:15pm
	15min
	BREAK

	3:30pm
	30min
	Module 5 / Unit 3 / Security Frameworks and Policies

	4:00pm
	30min
	Course Review

	4:30pm
	
	Close



